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Editor’s  
Message 

Dear Readers, 

 

Amidst the joy of Christmas at the end of 2021, the December issue of the PSES news-

letter is ushered in. 

 

In this issue of Chapter News, it is thankful that chapters organized and hold virtual 

meetings and workshops during the challenging covid periods. Some PSES related ac-

tivities were performed and reports are given in this issue of newsletter. These include: 

Report of HKSTP and IEEE MoU Signing Ceremony on Standard for Maturity Index of Internet-of-things: 

Evaluation, Grading and Ranking” and “IET Wireless Symposium Report”. 

 

The article contribution from Prof Nancy Leveson is gratefully acknowledged. Nancy contributed her paper on 

“High-Pressure Steam Engines and Computer Software”. Please stay tuned for other articles. More contribu-

tions of articles are welcome. 

 

For the annual conferences, due to COVID-19 pandemic, we encountered lockdowns, limitations on gatherings, 

travel restrictions, and other unforeseen events. Fortunately, we still held successfully the ISPCE 2021 Sympo-

sium online in September and ISPCE-Asia 2021 in Taiwan in November. For the upcoming year, conferences 

are scheduled as follows. The SPCE 2022 symposium will be held in San Diego during September 20-22, 2022. 

The 16th IEEE International Systems Conference (SYSCON) will be held during April 25 - 28, 2022 in Mon-

treal, Canada. Please keep track of the latest developments in this issue. 

 

It is exciting that PSES excels extraordinarily. Dr Stefan Mozar has received the IEEE MGA Achievement 

Award, and Professor W.C. Kao has been elected President (2023-2024) of the IEEE Consumer Technology 

Society. Please join me to congratulate both Dr Stefan Mozar and Professor Kao! Besides, in recognition and 

appreciation of the valued services and outstanding contributions from PSES BoG members and volunteers, 

plaques and certificates will be awarded. We look forward to receiving your continuous support in the future. 

Thank you all! 

 

Last but not least, I wish you all good health and a prosperous year 2022. Let’s turn year 2022 into the year of 

possibilities! 

 

With Best Wishes, 

  

Kim Fung TSANG 

PSES Newsletter Editor-In-Chief  

Email: ee330015@cityu.edu.hk  
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Dear PSES Members, 

 

As the year comes to end, it is time to reflect on the achievements of our PSE Society.  
Covid has had a major impact on our society. During the beginning of 2020 Covid 
forced out flagship conference (ISPCE 2020) to stop. Lockdowns, limitations on gath-
erings, travel restrictions, and other unforeseen events forced the organising team to 
cancel the event. But our team managed to host the SPCE at the end of the year in 
2020. The effect of Covid lingered on into 2021 and delayed the ISPCE 2021 Symposi-
um from May until September. With the timing of our North American events out of 
sync we were only able to host one symposium in North America for two years in a 
row. The next edition of ISPCE will be in San Diego during 2022.  

We fared much better in East Asia. ISPCE-Asia was successfully hosted in 2020 and 
2021. These events had about 100 registered participants. This is significant as most 
participants who attended were not sponsored by their companies. They paid their own 
registration fees and took annual leave to attend. Professors Tsang (2020) and Kao 
(2021) did an excellent job in hosting ISPCE-Asia. 

As a team we have worked on providing benefits to our members. PSES has joined the 
IEEE learning network (ILN) and we have started our first three courses. Compliance 
101, 201, and Global Market Entry. More courses will be added in due course. ILN will 
provide an opportunity for professional development of our members. This newsletter 
has an article on the ILN and our modules. Our VP of Education, Professor Supavadee 
Aramvith from Chulalongkorn University in Bangkok, has helped our team establish 
the ILN courses. She has done an excellent job in helping set up the ILN courses with 
the help of ILN team under the leadership of Past President John Allen. The courses 
can be seen at the following link: Compliance 101 (ieee.org) 

Jeff Pasternak, a member of our Board of Governors, has worked hard on raising corpo-
rate sponsorship for our society. He has been successful and managed to generate sev-
eral sponsor ships for next year. he has obtained 2 Gold sponsorships, and one silver 
sponsorship. This is an outstanding result! If your organisation is interested in sponsor-
ing PSES Please contact Jeff. 

Our VP Technical Activities, Steli Loznen, has established a mentor ship program. 
Details of this are on our website. We are still looking for volunteers to become men-
tors and for people who need mentorship to help them progress in their careers. 

We have also rekindled or Senior Membership Drive. Anybody who needs assistance in 
upgrading their membership can get in touch with Professor Chung, who is our VP 
Membership. 

Like most IEEE societies we had a decline in membership. Regions 1 (-18%), 4 (-12%) 
and 6 (-20%) were worst affected. Region 10 (Asia Pacific) was the only region to 
show growth (+12%). The figures quoted were over the past two years. I have asked 
our Board of Governors to review our societies value proposition. The ILN network is a 
big value added to our members. We need to focus on more activities that are of value 
to our members. We would love to hear from you on how we can better serve you. 
Region 10 has grown in membership because there are many activities and there is a 
value proposition for members.  

With the end of 2021 my term as president ends. It was a difficult time to be president 
due to the disruptions caused by Covid, and the effect it has had on our board members. 
The world is learning to operate in a new normal. Our incoming president Mike Nich-
ols is a capable man, and I am sure he will do a good job and leading our society. I wish 
him success in his new role. 

I wish you all the best for the festive season, and a safe and blessed New Year! 

 

 

Dr. Stefan Mozar 

President IEEE PSES (2020-2021) 

mailto:ee330015@cityu.edu.hk
mailto:lunmak@ieee.org
mailto:chli@ieee.org
mailto:dr.c.lee@ieee.org
mailto:lleiwan@amazon.com
mailto:dr.c.lee@ieee.org
mailto:ywei22@cityu.edu.hk
mailto:mnicholls@ieee.org
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CHAPTER NEWS 
by Lei Wang, IEEE Senior Member, PSES Chapters Coordinator 

CHAPTER NEWS 
by Lei Wang, IEEE Senior Member, PSES Chapters Coordinator 

To see current chapter information and people looking to start chapters please go to the Chapter page at:  

http://ewh.ieee.org/soc/pses/chapters.html 

 

Japan Chapter 

We have a new PSES Chapter, it is the Japan Chapter. The official Opening Ceremony was held on 17 December. It 

was a virtual meeting. PSES President Dr Mozar gave opening remarks, and Chapter Chair Dr Tsuyoshi Funaki, gave a 

Technical presentation.  Our Japan Chapter will conduct a session at the IEEE Global Conference on Consumer Elec-

tronics (GCCE). The Executive Chair Professor Hase, commented that Japan take product safety very serious and wel-

comes the collaboration with the newly formed PSES chapter. 

The founding members of the Japan Chapter are: 

Tsuyoshi Funaki    

Hiroshi Sasaki       

Kay Hamaguchi     

Akira Sakai           

Jun Tatsuda          

Tetsuya Yamaguchi             

Masatoshi Yamamoto 

Yasuhiro Kawahara              

Hirozumi Onishi     

Ryota Naganuma   

Hidetaka Konagai  

Akiko Matsuda       

 

The Chapter Chair can be contacted at: funaki@eei.eng.osaka-u.ac.jp 

Congratulations to the PSES Japan team! We look forward to seeing them grow! 

CHAPTERS — WE NEED YOUR NEWS! 

http://ewh.ieee.org/soc/pses/chapters.html
mailto:funaki@eei.eng.osaka-u.ac.jp
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TECHNICAL COMMITTEES 

If you are interested in becoming involved in any technical issue, let me know, and we 

can discuss how you might get involved.  

Your participation will benefit both PSES members and your professional career and in a 

relax environment! 

Steli Loznen 

PSES Vice President Technical Activities  

● “Questions & Answers on Product Compliance and Safety” 

Technical Activities expanded his area of services provided to IEEE-PSES members. Was launched 

the monthly one hour free of charge, interactive virtual meeting consisting in Q&A on Compliance 

and Product Safety issues. The first meeting scheduled for 16th of December 2021 was attended by 18 

PSES members. The subject of the meeting presented by Steli Loznen was “Trends on Medical Elec-

trical Equipment Standardization” and the questions have referred to: the future edition 4 of IEC 

60601-1 standard, how need to be treated the essential performance of a medical electrical equip-

ment, clarification of some definitions from standards (i.e. expected service life, high-integrity com-

ponents), and the status of collateral standards. 

 

 

● “Distinguishing Lecturers Program” 

This Program started in 2020 will continue in virtual mode. To the Distinguishing Lecturers Peter E. 

Perkins, an IEEE Life Fellow from Albany, Oregon (with expertise in Hazard Based Standards and 

protection against Electrical Shock) and Grand Schmidbauer from NEMKO San Diego (with exper-

tise in the Testing Methodologies and Global Market Access) for 2022 joined Prof. Jong-Moon 

Chung, Ph.D., from Yonsei University, Seoul, South Korea (with expertise on Transportation Electri-

fication Safety). 

The PSES Chapters that are interested on the above subjects, can contact directly Mr. Perkins at 

p.perkins@ieee.org; Mr.Schmidbauer at grant.schmidbauer@nemko.com; Prof. Jong-Moon Chung at 

jmc@yonsei.ac.kr for scheduling a virtual presentation. 

 

● “Mentorship Program” 

As was published in our Newsletter, starting with 1st of January 2021 IEEE – PSES have initiated a 

Mentorship Program for establishing relationship between junior and senior IEEE PSES members, 

and provide career guidance to PSES members to advance their career. 

PSES members that need to have a MENTOR in the following areas:  

mailto:p.perkins@ieee.org
mailto:grant.schmidbauer@nemko.com
mailto:jmc@yonsei.ac.kr
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＊ Basic Product Safety 

＊ IEC 62368 and HBS (Hazard Based Standards)  

＊ Consumer Electronics 

＊ Selection of Components 

＊ Construction Requirements 

＊ Testing for Safety  

＊ Global Market Access  

＊ European Directives  

＊ Energy Efficiency 

＊ Industrial Machinery  

＊ Medical Devices 

are invited to register to Mentorship Program by sending an e-mail to sloznen@ieee.org and kenka-

pur@gmail.com 

 

 

TECHNICAL COMMITTES — WE NEED YOUR NEWS!  

PLEASE CONTACT:  

Steli Loznen 

PSES Vice President Technical Activities  

SEND TO: 

sloznen@ieee.org 

mailto:sloznen@ieee.org
mailto:kenkapur@gmail.com
mailto:kenkapur@gmail.com
mailto:sloznen@ieee.org
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Even though a scientific explanation may appear to be a 
mode of rational order, we should not infer from that or-
der that the genesis of the explanation was itself orderly. 
Science is only orderly after the fact; in process, and espe-
cially at the advancing edge of some field, it is chaotic and 
fiercely controversial. 

- William Ruckelshaus [33, p.108] 

 

The introduction of computers into the control of poten-
tially dangerous devices has led to a growing awareness of 
the possible contribution of software to serious accidents. 
The number of computer-related accidents so far has been 
small due to the restraint that has been shown in introduc-
ing them into safety-critical control loops. However, as the 
economic and technological benefits of using computers 
become more widely accepted, their use is increasing dra-
matically. We need to ensure that computers are intro-
duced into safety-critical systems in the most responsible 
way possible and at a speed that does not expose people 

to undue risk. 

Risk induced by technological innovation existed long 
before computers; this is not the first time that humans 
have come up with an extremely useful new technology 
that is potentially dangerous. we can learn from the past 
before we repeat the same mistakes. In particular, parallels 
exist between the early development of high-pressure 
steam engines and software engineering that we can apply 
to the use of computers in complex systems. 

 

The Problems of Exploding Boilers 

Great inventions are never, and great discoveries are sel-

dom, the work of any one mind. Every great invention is 

really either an aggregation of minor inventions, or the 

final step of a progression. It is not a creation but a 

growth — as truly so as that of the trees in the forest. 

Hence, the same invention is frequently brought out in 

several countries, and by several individuals, simultane-

ously. Frequently an important invention is made before 

the world is ready to receive it, and the unhappy inventor 

is taught, by his failure, that it is as unfortunate to be in 

advance of his age as to be behind it. Inventions only be-

come successful when they are not only needed, but when 

mankind is so advanced in intelligence as to appreciate 

and to express the necessity for them, and to at once make 

use of them. 

Robert H. Thurston 

A History of the Growth of the Steam 

Engine (1883) 

Hero of Alexandria, who lived around 60 AD, conducted 

some of the first known investigations into the use of 

steam for power. But it was not until the 16th and 17th 

centuries that the problem of pumping water out of mines 

changed the search for steam power from a diversity to a 

necessity. Many inventors attempted to harness this source 

of power, but Savery is usually credited as the first to pro-

duce and sell a workable steam apparatus. Then Newcom-

en designed a practical cylinder and piston engine around 

1700 which is the forerunner of all subsequent steam en-

gines. 

In 1786, James Watt was working as an instrument maker 

at Glasgow University and was asked to repair a model of 

a Newcomen engine that was being used in a Natural Phi-

losophy class. By one of those serendipitous coincidences 

of history, Watt had become friendly with several profes-

sors, including Dr. Joseph Black, a chemistry professor 

who discussed with Watt his recent discovery of the phe-

nomenon of latent heat. Watt was unique among the early 

steam engine inventors in having had direct and indirect 

contact with scientists who studied heat [17]. 

Watt decided he could improve on the Newcomen engine 

and patented several important ideas, including the sepa-

rate condenser and the design of an engine producing ro-

tating motion, at the same time as the industrial revolution 

was generating a demand for power on an unprecedented 

scale. With a successful manufacturer named Matthew 

Boulton, Watt came up with a design for a steam engine 

that was the leading edge of technological change in the 

last two decades of the eighteenth century. The application 

of steam power transformed industry in terms of output 

and productivity and produced even more revolutionary 

changes in transportation when it was applied to locomo-

tives and ships. 

FAST  SERVICE 

EXPERIENCED 

FRIENDLY STAFF 

High-Pressure Steam Engines and Computer Software 

Nancy G. Leveson 

Computer Science & Eng. Dept., FR-35 

University of Washington 

Seattle, WA 98195 
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The Boulton and Watt machines used low-pressure steam 

(from 5 to 15 psi), which limited both their efficiency and 

economy. Higher pressure (i.e., above atmospheric pres-

sure) would have permitted more powerful and economi-

cal engines, but Watt opposed it on the grounds that it in-

creased the danger of explosion and thus constituted an 

unacceptable risk. 

Although Watt and Boulton resisted making high-pressure 

steam engines, their patent expired in 1800, and such en-

gines soon made their appearance. Oliver Evans in the 

U.S. and Richard Trevithick in England almost simultane-

ously designed engines that dispensed with condensers 

and used steam directly to push a piston. These so-called 

high-pressure engines required greater than atmospheric 

pressure to work. 

The first widespread application of the high-pressure en-

gine, on steamboats, resulted infrequent and disastrous 

explosions: passengers and crew were blown up, scalded 

to death, hit by flying fragments of iron, and blown off 

steamers to drown. Accidents were also common in indus-

trial uses the high-pressure steam. The early steam engines 

used inferior materials; they had low standards of work-

manship; the mechanics lacked proper training and skills; 

and there were serious problems with quality control [10]. 

In the U .S, there were calls for professionalization and 

standardization of the training of steam engineers who 

typically had an informal and haphazard education. There 

was even a suggestion that the federal government estab-

lish an academy of steam technology. All of this came to 

naught and engineers continued for many years to be 

trained “willy-nilly” [30]. 

Watt’s predictions about the danger of the new engine 

were correct. Cameron and Millard write: 

As the technology of steam power advanced, Watt 

found himself in an increasingly difficult dilemma: the 

trend toward greater efficiency and power also increased 

the risk of explosion. The technology that he had created 

escaped his control and became increasingly dangerous to 

life and be-came increasingly dangerous to life and prop-

erty. Watt expected more accidents and deaths would re-

sult from adoption of high-pressure steam. The threat to 

public safety now overshadowed the public utility of 

steam power. . . 

But what could Boulton and Watt do? They were in 

no position to stem the economic forces that demanded 

more and more power from the steam engine. If they re-

fused to develop the technology, many other engineers — 

most of them untrained and poorly skilled — were willing 

to take the risk of high-pressure steam. What they could 

do was to alert the public to dangers in the new technology 

and remind their fellow engineers of their special obliga-

tions to ensure public safety. Watt initiated the debate 

about the risks of the new technology and used his influ-

ence to press for safer, and better engineered, alternatives 

[10, pp. 6–7] 

Watt’s campaign against high-pressure steam along with 

some well publicized accidents slowed its adoption in 

England. Trevithick complained that his competitors had 

greatly exaggerated the risk and the accidents, writing: 

I believe that Mr. B. & Mr. Watt is at to do me every 

engurey in their power for the have don their outemost to 

report the explosion both in the newspapers and private 

letters very different to what it really is [17]. 

A German supporter of high-pressure steam wrote in 1842 

that the intense discussion of its defects and safety risks 

had clouded the issue of its advantages and had “disgusted 

the industrial community” [10]. 

The public pressure did force the makers of high-pressure 

steam engines to incorporate safety features [12]. The risk 

from this type of machine came from the boiler and not 

from the engine itself It was the boiler that was exploding 

and causing most of the casualties 

The technological development of boilers lagged be-hind 

the rapid improvement of the engines. Engineers quickly 

amassed scientific information about thermodynamics, the 

action of steam in the cylinder, the strength of materials in 

the engine, and many other aspects of steam engine opera-

tion. But there was little scientific understanding about the 

buildup of steam pressure in the boiler, the effect of corro-

sion and decay,and the causes of boiler explosions [17]. 

High-pressure steam had made the current boiler design 

obsolete by producing excessive strain on the boilers and 

exposing weaknesses in the materials and construction of 

the boilers. 

To counter this, engineers introduced two types of safety 

features: safety valves to reduce steam pressure when it 

reached a dangerous level and fusible lead plugs that were 

supposed to melt when the temperature in the boiler grew 

too hot because of the overheating of the steam. But these 

much publicized technological fixes did not solve the 

problems, and the number of explosions continued to in-

crease. The fixes were unsuccessful because engineers did 

not fully understand what went on in steam boilers: It was 

not until well after the mid-century that the dynamics of 

steam generation was understood. 

A second reason for the number of accidents was that en-

gineers had badly miscalculated the working environment 

of steam engines and the quality of the operators and 

maintainers. Most designs for engines and safety features 

were based on the assumption that owners and operators 

would behave rationally, conscientiously, and capably. 

But operators and maintainers were poorly trained, and 

economic incentives existed to override the safety devices 

in order to get more work done. Owners and operators had 
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little understanding of the workings of the engine and the 

limits of its operation. 

While operators certainly did contribute to the problems, 

they were not solely responsible for them. Nevertheless, 

owners or operators received most of the blame for explo-

sions; criticism was rarely leveled at the engineer who had 

designed the engine. As noted above, many of the engi-

neers who took the risk of developing high-pressure steam 

technology were untrained and poorly skilled. Limited 

knowledge of the scientific foundations of their craft exist-

ed at that time. The personal standards of the inventor-

engineer were the chief element in the safe operation of 

the engine, and Watt believed that engineers had a person-

al responsibility y to ensure a safe and efficient steam en-

gine and that they bore culpability in case of accidents. 

Early opponents of high-pressure steam proposed, regula-

tions to limit its dangers by limiting the uses of the new 

technology. This idea met with little success. In the first 

half of the nineteenth century, governments were not dis-

posed to interfere with private enterprise. The steam en-

gine embodied the idea of success and was credited with 

“national progress almost unchecked, and of prosperity 

and happiness increased beyond all precedent” [10]. Many 

engineers argued that the social and economic gains of 

steam power were an acceptable trade-off for the risk in-

volved. Typical was the response of U.S. Senator Thomas 

Hart Benton who, upon helping to defeat legislation to 

reduce boiler explosions on steamboats, remarked that 

masters and owners of steamboats were, with few excep-

tions, men of the highest integrity and 

that he had never met with any accident on a steamboat 

despite the fact that he traveled widely; upon boarding he 

was always careful to inquire whether the machinery was 

in good order [9]. 

But the dramatic increase in accidents that followed wide-

scale introduction of steam engines was hard to ignore. An 

explosion of a steam-powered boat in England, followed 

by a series of industrial explosions, led to the creation of a 

Select Committee in 1817 to report on the dangers of high-

pressure steam. The Committee began its report by ac-

knowledging the great contributions of steam power to 

national prosperity and the drawbacks to interfering with 

private business. However, it noted that when public safe-

ty was endangered by “ignorance, avarice, or inattention… 

it becomes the duty of Parliament to interpose” [9]. The 

Committee recommended frequent boiler inspections, but 

their recommendations were not put into effect. Around 

the same time, the city council of Philadelphia was the 

first legislative body in the U.S. to take notice of the acci-

dents and attempt to investigate. A report from the city 

council was referred to the state legislature where it died. 

Accidents continued at an alarming rate during the 1830s 

and 1840s, which prompted more government attempts to 

limit risk. In the U. S., the Commissioner of Patents esti-

mated that in the period of 1816 – 1848, a total of 233 

steamboat explosions had occurred in which 2,562 persons 

had been killed and 2,097 injured, with property losses in 

excess of $3,000,000.The Franklin Institute, which had 

been founded in Philadelphia in 1824 for the study and 

promotion of the “mechanical arts and applied science,” 

began a six-year study of boiler explosions. The first re-

search grant of a technological nature by the U.S. govern-

ment went to the Institute to defray the cost of the appa-

ratus required for experiments in this study. In this in-

stance, an invention and the accidents associated with it 

were pushing science. The result was a series of reports 

that exposed errors and myths in popular theories on the 

nature of steam and the causes of explosions, guidelines 

for the design and construction of boilers to increase safe-

ty, and a recommendation that Congress enact regulatory 

legislation including requirements that engineers meet 

certain standards of experience, knowledge, and character 

[9]. 

As result of steamboat explosions, the prevailing bias 

against government regulation began to change. Laws 

were passed in both England and the United States requir-

ing compensation for families of passengers killed in acci-

dents due to neglect or default. There were, however, no 

inspection criteria included nor were qualifications set for 

engineers. The prevailing belief was that putting qualifica-

tions for engineers into effect was too difficult and that 

enlightened self-interest of entrepreneurs would guarantee 

the public safety. These laws failed to reduce the number 

of explosions. 

Hundreds of newspaper editorials on the subject expressed 

the increased frustration of the public. The social costs of 

high-pressure steam engines versus the economic benefits 

were even treated in literature. Dickens wrote about them 

in Household Words [11],and, in the novel Gry11 Grange 

by Thomas Love Peacock, a character remarks that 

“High pressure steam would not scatter death and de-

struction around them if the dishonesty of avarice did not 

tempt their employment, where the more costly low pres-

sure engine would ensure absolute safety.” 

Public pressure plus a series of marine disasters killing 

hundreds more people finally forced the U.S. Congress to 

pass a law in 1852 that corrected the problems with steam-

boat boilers and reduced the number of steamboat acci-

dents. This law was the first successful example of regula-

tory legislation in the United States, and it created the first 

U.S. agency to regulate private enterprise [9]. Unfortu-

nately, similar legislation was not passed for locomotive 

and stationary boilers, and accidents involving the use of 

boilers in other than steamboats continued. 

Watt and others were correct in their belief that new stand-
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ards of precision and safety were essential in the design, 

manufacture, and operation of the engines. These high 

standards were finally enforced in Britain in the latter part 

of the nineteenth century, and boiler explosions in Britain 

fell dramatically. By 1905 there were only 14 deaths from 

boiler explosions in Britain as compared to 383 in the 

United States. Eventually, a majority of Americans also 

realized the necessity to enforce standards: Associations 

for tile prevention of steam boiler explosions were formed; 

insurance companies were organized to insure steam 

equipment that was manufactured and operated with the 

utmost regard for safety; and, through the efforts of the 

American Society of Mechanical Engineers, uniform boil-

er codes were adopted [9]. 

Exploding Software? 

We are now in the computer age and again are faced with 

a new technology for which there are great economic in-

centives to push the state of the art and to use this technol-

ogy to control dangerous systems. Computers, like steam 

engines and electrical systems, give us the ability to ac-

complish things we could not accomplish before. And 

again, it appears that the risks could increase over time as 

computers take over more and more functions. One differ-

ence is the potential consequences of accidents: We are 

building systems and using computers to control them that 

have the potential for large-scale destruction of life and 

the environment. Even a few accidents may be disastrous 

in these systems. 

It is therefore crucial that we use computers responsibly. 

Examining more closely the parallels from the past may 

provide some clues as to how to do this. 

● Boiler technology lagged behind improvement in steam 

engines themselves. 

Although computer hardware technology has advanced at 

an astounding rate, the development of software engineer-

ing has been slower. It has also been slower than required 

for the complex systems we want to build, like a space 

station or automatically-controlled nuclear power plants. 

There appear to be two ways to cope with this current 

shortfall. 

The first is to fall back on a time-tested engineering princi-

ple: keep things simple and increase the complexity of 

what we are attempting to do slowly as we learn from our 

experiences. For example, Ontario Hydro recently became 

the first utility in Canada to obtain a license for a com-

pletely computerized nuclear power plant shutdown sys-

tem. The software contains about 6000 lines of code and 

uses only the simplest, most straightforward coding tech-

niques. Hardware fail-safe devices like watchdog timers 

and software self-checks are included to deal with some 

types of software errors. The software includes well-

established safety design principles that were standard in 

the previous hardware shutdown systems. And because the 

software design is so simple, they were able to apply for-

mal and informal verification and safety techniques [2, 4] 

in addition to using standard testing techniques to develop 

confidence in the software. 

In contrast, the first computerized shutdown system in 

England, under licensing evaluation for the Sizewe11 B 

reactor, has 100,000 lines of code, involves 300-400 mi-

croprocessors, and contains both control and shutdown 

functions [35]. This system not only goes beyond our abil-

ity to apply sophisticated software verification techniques, 

but it also violates the basic nuclear reactor safety design 

principle that requires complete independence of control 

and safety devices [1]. Safety design criteria of this type 

have been developed and proven over time — computer 

scientists need to be aware of them and engineers should 

think carefully before abandoning them: The design crite-

ria represent knowledge accumulated by successes and 

failures in engineering over hundreds of years. 

A second way to cope with the gap between software and 

hardware technology development also requires us to 

dampen somewhat our enthusiasm and confidence in com-

puters. Although mistrust of computers has led to the use 

of hardware backup and fail-safe devices in the most criti-

cal systems, this mistrust is fading. Increasingly, existing 

hardware safety mechanisms and interlocks are being 

eliminated and computers substituted for monitoring and 

control. Engineers are deciding that the hardware safety 

interlocks and backups are not worth the expense, or in the 

case of aircraft, the extra weight, or they put more faith in 

software than in hardware reliability. This again violates a 

standard safety design principle that requires eliminating 

single-point failure modes, that is, the system should be 

built so that a single event (like a software error) cannot 

cause an accident. The Therac-25 is an apt example. The 

designers of this radiation therapy machine eliminated the 

usual hardware safety interlocks that are standard for line-

ar accelerators of this type when they introduced computer 

control, believing that the hardware devices were no long-

er necessary. Instead, the interlocks and safety checks 

were implemented in software. After seven accidents be-

tween 1985 and 1987 involving massive radiation over-

doses and four cleat 11s, the company finally relented and 

put hardware safety devices on the machine [24]. 

We can be cautious in our use of computers to control 

dangerous systems without unduly hampering technologi-

cal progress. James Watt campaigned against the use of 

high-pressure steal~, engines, yet he was only successful 

in delaying some~ hat their use in Britain. In the 1880s, at 

the same time as the industrial world was struggling to 

cope with the rapid introduction of steam technology, sim-

ilar issues arose with the introduction of high-voltage elec-

tricity. Another inventor, Thomas Edison, criticized the 

use of high voltage because of its complexity, poor relia-

bility, and threat to public safety and began a campaign to 
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alert the public of the dangers and of his belief that the 

size and impact of the risk would increase over time. Edi-

son argued for a safe low-voltage electrical system that 

could quickly achieve public acceptance. Like Watt, he 

was only partially successful. 

Another inventor-engineer, Elihu Thomson, also opposed 

high-voltage current as too dangerous. But instead of con-

demning the system and campaigning for its elimination, 

Thomson attempted to find a technological fix. He be-

lieved that several safety devices would greatly reduce the 

risk of accidents and lobbied for the need to engineer safe 

high-voltage systems. Thomson’s argument was that a 

program of safety engineering would have commercial 

advantages in a highly competitive market for those com-

panies with a technological lead in the construction of the 

safety devices. 

Watt and Edison attempted to limit risk by arguing against 

the introduction of technology with tremendous potential 

benefits. In contrast, Elihu Thomson argued that we can 

limit risk by using simple, safe designs rather than limiting 

the uses of our technology or drastically inhibiting techno-

logical development. The Thomson approach is the more 

practical and more likely to be successfully applied to the 

use of computers in safety-critical systems. 

● There was little scientific understanding of the causes of 

boiler explosions. 

Like boilers, the scientific foundations of our field are still 

being developed. Changing from an art to a science re-

quires accumulating and classifying knowledge. Although 

this is happening, more effort is being expended on new 

inventions and building tools for unproven techniques 

without rigorous scientific foundations. We need to care-

fully validate and assess our hypotheses using scientific 

principles. 

Trial and error is a time-tested way of accumulating engi-

neering knowledge. Engineers analyze the causes of fail-

ures and accidents and then take corrective measures to 

prevent or minimize their reoccurrence. The corrections 

eventually find their way into specifications, standards, 

codes, regulatory requirements, and what is considered to 

be good engineering practice. But this is a very slow way 

to accumulate knowledge. Early in the trial and error pro-

cess, engineers start to look for analytical approaches. The 

brisk pace of technological development today is possible 

because of the foundational knowledge that has been de-

veloped about such things as mechanics, materials, and 

structures so that engineers do not have to evaluate their 

designs only by building something and seeing whether it 

falls down over time. 

There are two stages in the early years of a new technolo-

gy: (1) exploration of the space of possible approaches and 

solutions to problems (i.e., invention) and (2) evaluation 

of what has been learned by this trial and error process to 

formulate hypotheses that can be scientifically and empiri-

cally tested in order to build the scientific foundations of 

the technology. Most of our emphasis so far has been in 

the first stage or invention; it is time now to give more 

attention to the second. 

Invention is a worthy and necessary pursuit, but the most 

useful inventions are based upon or improved by scientific 

knowledge. Invention produces products, techniques, and 

tools. Science produces the knowledge and ability to eval-

uate and improve our products, techniques, and tools. In-

ventors use science to build better inventions, to know that 

they are better, and to compare them to what we already 

have. The gradual development of scientific knowledge 

led to the important patents by Watt that produced a prac-

tical steam engine. Further enhancement of basic 

knowledge about steam engines and boilers allowed the 

production of more effective and safer engines. Although 

rudimentary knowledge allowed the production and use of 

low-pressure steam engines, safe high-pressure engines 

required a deeper scientific foundation. 

Software engineering inventions have provided leverage in 

building our current software systems. I do not want to 

denigrate what we have accomplished: We are building 

extremely complex systems, many of which work remark-

ably well a large amount of the time. But we maybe strain-

ing at the limits of what we can do effectively without 

better inventions based on known scientific and engineer-

ing principles. And our early rapid progress may be slow-

ing as we reach the limits of what we can accomplish on 

the basis of brute force. As an example, the late 1950s and 

early 1960’s saw the development of very clever ways of 

building parsers for programming languages. But with the 

development of formal theories of grammars, parser gen-

erators became possible that eliminated the necessity of 

crafting a parser for each new compiler. 

Similar needs exist in software engineering. Our greatest 

need now, in terms of future progress rather than short-

term coping with current software engineering projects, is 

not for new languages or tools to implement our inven-

tions but more in-depth understanding of whether our in-

ventions are effective and why or why not. For example, 

we have a greater need to develop and validate the under-

lying principles and criteria for designing specification 

languages than to create more languages. We have a great-

er need to develop and validate basic design principles and 

to understand conflicts and tradeoffs between them than 

for more tools to specify designs. And we have a greater 

need to study the effects of different types of software de-

velopment processes in real organizations and under dif-

ferent conditions than to create more languages for speci-

fying processes. 

Researchers in some sub fields of software engineering 
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have been more conscientious in attempting to build their 

theoretical foundations. Testing is one such area, although 

they too have a long way to go. For example, testing re-

searchers have defined theoretical ways of comparing test-

ing strategies both in terms of cost and effectiveness (for 

example, [38]), formal criteria for evaluating testing strat-

egies (for example, [16]), and axioms or properties that 

any adequacy criterion (rule to determine when testing can 

stop) should satisfy (for example, [37]). In general, theo-

retical foundations can provide (1) criteria for evaluation, 

(2) means of comparison, (3) theoretical limits and capa-

bilities, (4) means of prediction, and (5) underlying rules, 

principles, and structure. 

How will we build this foundation? It will require both 

building mathematical models and theories and perform-

ing carefully-designed experiments. In an abstract system, 

the elements are created by definitions and the relation-

ships between them are created by assumptions (e.g., axi-

oms and postulates). Many questions can be answered 

about abstract systems by using mathematics. In concrete 

systems (where some of the components are physical ob-

jects), establishment of the existence and properties of 

elements requires research with an empirical foundation 

since our knowledge of the physical laws involved are 

almost always incomplete. 

The great power of the computer is that it is a general-

purpose machine that can be changed into a special-

purpose machine by the addition of a set of instructions 

(data) to accomplish that purpose. Software is an abstract 

design of a special-purpose machine that becomes a con-

crete design as soon as it is executed on a computer. Soft-

ware then can and should be evaluated both as an abstract 

design and a concrete design. Furthermore, software is 

both a mathematical object and a human product. We can-

not build effective tools or design techniques to help hu-

mans construct software without understanding the human 

problem-solving behavior involved in building software. 

The empirical aspects of our field imply the necessity for 

experimentation. As an example, formal methods have 

been proposed as a partial solution for the problems of 

ensuring safety, but there has been little validation of the 

hypotheses underlying these techniques. Does the use of 

formal methods result in fewer or different errors being 

made? Are the resulting programs more reliable? Are they 

safer? Are some techniques more effective than others? 

What type of training is necessary to use the techniques 

effectively? Is it more or less costly to use formal meth-

ods? Because the techniques must be employed by hu-

mans, it is not possible to answer these questions using 

only mathematical analysis; experiments involving hu-

mans will be necessary. 

Intuition plays an important role in formulating hypothe-

ses. But sometimes our intuition is misleading; we cannot 

stop with generating hypotheses (as we too often do now) 

no matter how much confidence our intuition allows us to 

place in them. Currently, we are applying techniques and 

even mandating them without validating that these work or 

that the underlying hypotheses and assumptions are valid 

(e.g., [3]). 

When a physicist makes an erroneous claim, such as in 

cold fusion, the idea may stay around for a while on the 

fringes of the field. However, the insistence on repeatabil-

ity and careful experimentation allows such claims to be 

dismissed by the scientific majority within a relatively 

short period of time. We need to insist on the same level 

of evaluation and proof with regard to claims about soft-

ware engineering techniques and tools. Unfortunately, this 

is rarely done and our belief in silver bullets persist. Even 

after Brooks’ and Parnas’ carefully reasoned and widely

-acclaimed papers [8, 27], we are still seeing claims that 

the silver bullet has been found. 

I am not advocating that everyone stop the research they 

are doing in software engineering and start testing hypoth-

eses and building foundations. Invention is a very im-

portant part of progress in engineering. Tools and tech-

niques are needed for the serious problems we face today. 

But inventions that are based on established principles will 

be more effective in solving the complex problems we are 

attempting to solve. We need to recognize the unproven 

assumptions and hypotheses underlying our current soft-

ware engineering techniques and tools and evaluate them 

in the context of what has actually been demonstrated 

about these hypotheses instead of what we would like to 

believe. 

Like the exploding boilers, our ability to build safe soft-

ware-controlled systems and to build effective software 

engineering tools to accomplish this will be enhanced by 

greater understanding of the scientific foundations of our 

craft. 

● The safety features designed for the boilers did not work 

as well as predicted because they were not based on scien-

tific understanding of the causes of accidents. 

Not only do we not understand the underlying causes of 

software errors, but few researchers are examining the 

cognitive processes that underlie these errors. This has led 

to the development and use of methods to deal with errors 

that are based on erroneous underlying assumptions. 

As just one example, claims of ultra-high software relia-

bility in safety-critical systems and certification of these 

systems by government agencies have been based on the 

use of N-version programming (NVP). NVP involves sep-

arate teams writing multiple versions of the software. 

These versions are executed, and the majority answer (if 

there is one) is used. The technique is adopted directly 

from the hardware fault tolerance technique of N-modular 

redundancy where multiple copies of a component are 
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connected to a voting circuit that selects the majority val-

ue. 

The hardware technique was developed to cope with ran-

dom failures, not with design errors. Despite this fact, 

NVP translates the approach into software terms and is 

used in most of the computerized commercial aircraft sys-

tems today as a way of supposedly achieving ultra-high 

software reliability. However, the few empirical studies 

performed on it did not test the underlying assumption of 

independence of failures and did not carefully analyze the 

data to determine whether ultra-high reliability was actual-

ly being achieved [23]. A series of experiments [6, 14, 22, 

34] and a mathematical analysis [13] have cast doubt on 

these assumptions. 

The latest approach by the proponents of this technique is 

to relabel it “software diversity” and to compare it to the 

established method of hardware design diversity although 

again the software technique does not satisfy the basic 

underlying assumptions. Diversity in hardware does not 

just happen; you have to design it in. Components with 

different failure modes, such as electronic and hydraulic 

components, are used in order to avoid common-mode 

failures. This crucial underlying assumption, that the com-

ponents have different failure modes, is not satisfied by 

multiple software versions. 

Not only do we need to validate that the assumptions un-

derlying a software engineering technique satisfy the 

claims for it, but wishful labeling should be avoided. La-

beling a technique, e.g., “software diversity” or “expert 

system,” with the property we hope to achieve by it (and 

need to prove about it) is misleading and unscientific. In 

the case of expert systems, a label like “production-rule 

system” (which, in fact, they were called before someone 

came up with the more sales-oriented label) would have 

been more scientific. Then those suggesting the use of this 

technique would more likely be required to prove that the 

system acts like an expert instead of this being taken as an 

axiom. In fact, psychological studies and theory have sug-

gested that human experts do not make decisions in this 

way (e.g., [31, 28]): Much more sophisticated types of 

problem-solving are involved. 

Related to proof by labeling is proof by definition, for ex-

ample, defining fault tolerance as redundancy (another 

common practice) or defining safety as the use of protec-

tion (e.g., monitoring and shutdown) systems. In proof by 

definition, instead of embedding the property in the defini-

tion of a technique to achieve that property, the technique 

is embedded in the definition of the property. Two prob-

lems 1esult. The first is the tendency to assume that the 

property has been achieved because the approach embed-

ded in the definition is used, e.g., fault tolerance hat been 

achieved because redundancy is used. The second is that 

the search for possible ways to achieve the property is lim-

ited to the embedded approach, e.g., if safety is defined as 

the use of protection systems to recover from hazardous 

states, other more reliable or effective techniques that 

eliminate hazardous states or minimize getting into them 

are not considered. 

Unless we can develop a foundation of knowledge about 

human error in software development, it is doubtful that 

we will be able to decision highly effective software de-

velopment techniques to eliminate it or compensate for it. 

Moreover, we need to avoid equating humans with ma-

chines and ignoring the cognitive and human aspects of 

our field. Finally, we need to avoid proof by labeling or 

limiting solutions by our definitions and other such unsci-

entific practices if we are to design, assess, and select the 

most effective safety and reliability y enhancement tech-

niques. 

● The introduction of safety devices for steam engines was 

inhibited not only by the lack of underlying scientific 

knowledge about boilers, but also by a narrow view of 

attempting to design a technological solution without 

looking at the social and organizational factors involved 

and the environment in which the device is used. 

A major airline, known for having the best aircraft mainte-

nance program in the world, a few years ago introduced an 

expert system to aid their maintenance staff. The quality of 

maintenance fell. The staff began to depend on the com-

puterized decision making and stopped taking responsibil-

ity and making their own decisions. When the software 

was changed to provide only information and only when 

requested, quality again rose. A similar example of this 

phenomenon has been found in aircraft: Hazardous situa-

tions have resulted when the introduction of computers 

increased pilot complacency and reliance and reduced sit-

uational awareness. The use of computers to enhance safe-

ty may actually achieve the opposite effect if the environ-

ment in which the computer will be used and the human 

factors are not carefully considered. 

Some people have suggested that the solution is to remove 

humans from critical loops completely. However, in doing 

this, they are placing unjustified reliance on the ability of 

programmers to foresee all eventualities and correctly pre-

determine the best solution under all circumstances. And 

even highly automated systems need humans for supervi-

sion, maintenance, and operation. 

Another aspect of technological narrowness is the empha-

sis on technical solutions over organizational and manage-

rial considerations. Nearly every major accident of the 

past 20 years (for example, Three Mile Island, Chernobyl, 

Challenger, Bhopal, and Flixborough) involved serious 

organizational and managerial deficiencies. Management 

that does not place a high priority on safety can defeat the 

best efforts by the technical staff. In each of the recent 
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accidents noted, the organizations had sophisticated and 

potentially effective safety programs and safety devices. In 

each case, the potential effectiveness of the safety devices 

was canceled out by non-technical factors. The concern, 

responsibility, and accountability for safety in an organiza-

tion may be as important or more important than technolo-

gy. 

● The operators of steam engines received most of the 

blame for accidents, not the designers or the Technology 

It is unfortunately very common to blame the operators for 

accidents when they have been put into a situation where 

human error is inevitable. This is as common today as it 

was a hundred j ears ago. And it is becoming a more seri-

ous problem as software engineers start to design human/

machine interfaces without adequate knowledge about 

human factors and without the benefit of decades of grad-

ual improvement of designs through experience. 

As an example, although it is almost universally believed 

that pilot errors account for the majority of aircraft acci-

dents, an Air Force study of 681 in-flight emergencies 

showed 659 crew recoveries for equipment and mainte-

nance deficiencies with only 10 pilot errors. Other aero-

space studies show that about 80% of aircraft pilot-related 

accidents are due LO poor training or neglect of human 

engineering in controls and instruments, not to stupidity or 

panic [18]. 

Humans are effective in emergencies because of their abil-

ity to analyze a situation and come up with novel solu-

tions. Humans work well when they have a deep under-

standing, a sound model of the world, that they can use to 

predict the results of their actions. Operators sometimes 

find it necessary to violate the rules in order to accomplish 

their tasks or to prevent or mitigate the consequences of 

accidents. The disruption that often occurs during a job 

action when employees “work to rule” demonstrates how 

necessary flexibility is. In order to make decisions during 

emergencies, operators must have an understanding of the 

system they are controlling and must be given proper in-

formation in a usable format. 

Three Mile Island is a classic example of the misattrib-

uting of an accident to operators and the use of hindsight 

to label operators’ actions as erroneous. 0perators are usu-

ally blamed for this accident although the accident se-

quence was initiated and compounded by equipment fail-

ure that was completely independent of operator action. 

Furthermore, the major errors of the operators could only 

have been seen after the fact; at the time, there was not 

enough information about what was going on in the plant 

to make better decisions. In fact, the events that occurred 

have been labelled as inevitable given the existing instru-

mentation [7]: They were a direct function of the electro-

mechanical system design. For example, the computer was 

hours behind in printing out alarms and information alt-

hough decisions had to be made in minutes, the instrumen-

tation was unreadable under emergency conditions, and 

the wrong information was provided. Prior to the Three 

Mile Island accident, nuclear engineers took little interest 

in operator interface design. The Kemeny Commission’s 

report on the accident concluded that the operator error 

was precipitated and compounded by basic flaws in sys-

tem design [20]. 

The Vincennes (Iranian Airbus) incident is well known, 

but many other less-publicized accidents have occurred 

due to poor design of the human/computer interface. At 

one chemical plant in Britain, a computer printed a long 

list of alarms when a power failure occurred. The design 

team had assumed that in such a situation the operator 

would immediately trip (shutdown) the plant. Instead, the 

operator watched the computer print the list of alarms and 

wondered what to do. The operator should not bear the 

responsibility alone here; if any person is overloaded with 

too much information, they are most likely to do nothing 

while they try to understand the situation [21]. 

A basic understanding of human psychology and behavior 

is a prerequisite for user interface design that is commonly 

missing from software engineering education. A design, 

for example, that involves displaying data or instructions 

on a screen for an operator to check and to verify by press-

ing the enter button will, over time and after few errors are 

found, result in the operator getting into the habit of press-

ing the enter key multiple times in rapid succession. Most 

of us have fallen into this trap ourselves. 

The solution is obvious. Software engineers must take 

human factors more seriously and human engineering ex-

perts must be involved in the design of safety-critical soft-

ware interfaces. 

● The early steam engines had low standards of workman-

ship, and engineers lacked proper training and skills. 

Building safety-critical software requires special skills and 

knowledge on the part of both developers and manage-

ment. Like any quickly developing technology, demand 

for qualified personnel has outstripped the supply, and 

appreciation of the skills and training necessary is often 

lacking. 

Too often education in software engineering is behind the 

state-of-the-art, and it narrowly focuses on computer skills 

without providing training in basic engineering skills. All 

too typical is the man with a degree in nuclear engineering 

who told me that he builds software to control aircraft alt-

hough he does not really understand basic aeronautical 

principles (and, I suspect, software engineering princi-

ples). People lacking in-depth knowledge of software en-

gineering or the application area, and sometimes both, can 

be found building safety-critical software. 

Many government standards in the U.S. require critical 
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engineering projects to have at least one licensed Profes-

sional Engineer on their staff. System Safety Engineers 

have additional licensing requirements in many states. The 

standards do not usually require that every engineer on a 

project have a Professional Engineering or Safety Engi-

neering license; however, a license is required for those 

holding certain positions on the project such as lead engi-

neer or system safety manager, along with requirements 

that they accept responsibility for assuring that the highest 

engineering standards and ethics are practiced. Nothing 

similar exists for any of the Software Engineers who are 

working on the same projects. 

In his campaign against high-voltage electricity, Edison 

warned against the problems of poor workmanship and 

ignorance on the part of the majority of electrical contrac-

tors just as Watt had emphasized the personal moral re-

sponsibility of the engineer to ensure a safe and efficient 

steam engine and the culpability of the engineer in case of 

accidents [10]. If we in software engineering do not our-

selves insist on establishing minimum levels of competen-

cy and safety, then the government will step in and do it 

for us. The public expects and has the right to expect that 

dangerous systems are built using the safest technology 

available. 

Watt, Edison, and other inventors of the 18th century cam-

paigned to raise professional skills because they realized 

the potential harm of their inventions in the wrong hands. 

They anticipated the need for higher standards of safety 

and precision in the engineering of new technological sys-

tems, and they initiated the process of raising professional 

standards [10]. Edison and Watt believed that “engineers 

had a responsibility to produce competent work, including 

the utmost in safety” [10]. Eventually professional socie-

ties developed that took over the role of establishing safety 

and competency standards. 

Such standards and licensing requirements must be care-

fully composed. The extensive regulation of high-voltage 

electricity distribution in Great Britain has been blamed 

for its slow adoption and the lag in electrical development 

compared to the U.S. [26]. For example, regulations that 

set a minimum standard of insulation were stricter than 

was necessary and were blamed for the high cost of instal-

lation. But many British engineers argued that although 

the extensive regulation increased the cost, it also lessened 

the danger of fire and injury. As a group, British electrical 

engineers in the 1890’s believed that lack of regulation in 

the U.S. had helped the development of the electrical in-

dustry at the cost of more accidents, which were “so 

common as to be part and parcel of the system” [26]. At 

the same time, British engineers were condemning Ameri-

cans for their unsafe use and maintenance of steam boilers. 

Just as overly strict regulations unnecessarily inhibited 

electrical technology development in Britain in the last 

century, so poorly-written standards can inhibit the devel-

opment of computer technology. Worse, standards can 

inadvertently shift responsibility away from the manufac-

turers and developers to government agencies that have 

much less effective and direct control over the safety of 

the final product. And poorly written standards may have 

no effect or even increase risk. 

Some current attempts to formulate software standards for 

critical systems equate safety and reliability (for example, 

the use of “integrity levels” which are usually just a 

pseudonym for reliability levels) or they define safety as 

the reliability of the safety protection devices (which is the 

prevailing definition in the nuclear power industry). While 

this approach to risk is common in reliability y engineer-

ing, safety engineering has learned the hard way that high-

ly reliable systems can be very dangerous while it is possi-

ble to design systems to be very safe even though they are 

unreliable. Limiting our standards to reliability concerns 

and enhancement only will not be effective against the 

large number of accidents that do not result from failures 

nor will they be effective against those accidents that do 

result from failures in systems or subsystems (like soft-

ware) where ultra-high reliability cannot be achieved or 

guaranteed. 

Safety engineers instead define safety in terms of hazards 

and attack the problem by looking for ways to eliminate or 

control hazards. Two approaches are possible: eliminating 

or minimizing the occurrence of hazards and controlling 

hazards once they occur in order to prevent injury or dam-

age. As an example, if fire is the hazard of concern, the 

first approach would substitute nonflammable materials or 

eliminate or minimize the potential for a spark; in effect, 

the design becomes inherently safe and ensures that risk 

from fire is extremely low or non-existent. The second or 

protection system approach would instead rely on smoke 

detectors and sprinkler systems to detect and put out a fire 

after it starts; the risk then is dependent on the reliability 

of the protection device. Upstream approaches (hazard 

elimination or minimization) may result in a safer system 

but they may also require foregoing some benefits (e.g., 

reducing outputs or increasing development costs) or they 

may not be possible. Down-stream approaches may re-

quire fewer design tradeoffs, but they may result in higher 

risk. 

System safety analysis involves identifying and evaluating 

these tradeoffs in the early design stages of the system. 

Limiting our definitions and standards to the use of protec-

tion devices effectively rules out the use of potentially 

more powerful approaches before they are even consid-

ered. Furthermore, relying on protection devices again 

limits our solutions to finding ways to build ultra-high 

reliability protection devices and ultra-high reliability y 

software. 
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In our enthusiasm, we also do not want to impede progress 

by writing unachievable standards or inadvertently in-

crease risk by implementing the wrong standards. As dis-

cussed earlier, we have not scientifically established the 

benefits and effectiveness of most of our software engi-

neering techniques. Depending on a particular software 

engineering methodology to assure safety by assuming it 

will produce error-free or ultra-high reliability software is 

dangerous. And as the technology progresses, standards 

that require the use of specific approaches often lag be-

hind. Manufacturers may feel no ethical or legal duty to go 

beyond what is required in the standard. 

Moreover, manufacturers or those who will personally 

benefit financially from particular techniques being in-

cluded or not included in the standards sometimes play a 

dominant role in the drafting process. The result may be 

watered down requirements or the recommendation of 

techniques with more commercial than technical value. 

The alternative is to construct flexible standards specify-

ing general criteria for acceptability of a methodology in-

stead of a specific methodology and ensuring that those 

building safety-critical software have the competency and 

personal responsibility to use the best approaches availa-

ble at the time and for the particular project characteristics. 

As Edison argued with respect to electricity, increased 

government regulation of our technology may not be to 

anyone’s benefit; but it is inevitable unless we, as the 

technology’s developers and users, take the steps neces-

sary to ensure safety in the devices that are constructed 

and technical competence in those that construct them. 
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Hello, I am Supavadee Aramvith, VP (Education), PSES.  The PSES missions to support education are to provide the 

educational resources for PSES members, students, and practitioners through the offering of PSES compliance courses 

via IEEE Learning Network platform, educational training webinar, and virtual distinguished lecture. 

 

I am glad to report that PSES has now offered three courses at IEEE Learning Network (ILN) (https://iln.ieee.org/).   

 

(1) Compliance 101 

https://iln.ieee.org/public/contentdetails.aspx?id=FD5CCFC8B5234D77B93B89F800753CD8 

 

(2) Compliance 201 

https://iln.ieee.org/Public/ContentDetails.aspx?id=C8604698BE7446A7B64410C9CE2CFB25 

 

(3) Overview of Global Market Access (GMA) 

https://iln.ieee.org/public/contentdetails.aspx?id=304AF01C7D834E688F42E98C590E6E38  

 

There is an option to take 3 courses altogether - IEEE PSES Compliance and GMA Collection at a reduced cost. 

https://iln.ieee.org/public/contentdetails.aspx?id=09F960BD62CF49FBAC5019139FDC0F58 

 

Upon the completion of the course, you can get Professional Development Unit (PDU) and Continuing Education Unit 

(CEU).   

 

If you need any further information, please contact me at supava@ieee.org.  

IEEE Learning Network (ILN) PSES courses 

Message from Vice president of Education 

-Supavadee Aramvith 

https://iln.ieee.org/
https://iln.ieee.org/public/contentdetails.aspx?id=FD5CCFC8B5234D77B93B89F800753CD8
https://iln.ieee.org/Public/ContentDetails.aspx?id=C8604698BE7446A7B64410C9CE2CFB25
https://iln.ieee.org/public/contentdetails.aspx?id=304AF01C7D834E688F42E98C590E6E38
https://iln.ieee.org/public/contentdetails.aspx?id=09F960BD62CF49FBAC5019139FDC0F58
mailto:supava@ieee.org
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ISPCE 2021 (https://2021.psessymposium.org) recap 01/13/2022. 

IEEE Symposium on Product Compliance Engineering (ISPCE) major event of Product Safety Engi-

neering Society (PSES). It happens every year in May. Due to COVID-19, we moved ISPCE 2021 from 

May to September and converted to a Virtual event for September 20-24, 2021.  

Symposium was well received, attendees seemed satisfied. 

We had a total of 126 registrants. We had 110 paid attendees, 16 exhibitors/patrons and nine Board of 

Governors in attendance.   

Keynote was delivered by James (Jim) Bender of Intertek Corporation. The topic of his keynote address 

was “Incorporating best practices to leverage extended benefits of an effective development and manu-

facturing certification compliance program”. 

We also had the PSES flagship workshop “Compliance 101” which ran over a three hour time frame. 

We also had following tracks; Batteries & Energy Storage (chairs; Jan Swart & Rich Byczek); Compli-

ance 101/201 (chair John Allen); EMC and Wireless (chair Jim Bacher); Failure Analysis and Forensics 

(chair Daren Slee); Global Hazardous Locations (chairs Paul Kelly & Jerilyn Merrill); Global Market 

Access (chair Maja Bland); Legal Track (Chairs Susanne Wende & Ted Dorenkamp); Medical (chairs 

Fabio Furlan & Rich Gardner); Safety Science/HBSE (Chair Tom P. Lanzisero) and Miscellaneous/

Research (Chair Tom P. Lanzisero). 

We had totaling 64 presentations/ papers for the event. ISPCE 2021 ran for five days, Monday thru Fri-

day, from 8 am to 1 pm PST (Pacific Standard Time US). We had three breakout sessions every day. 

Each session was 50 minutes in duration with 10-minute question and answer sessions between sessions 

and one hour lunch/networking break every day to catch up in the day’s events.  

Additional information on ISPCE 2021 can be obtained form link provided above . 

 

ISPCE 2022 (https://2022.psessymposium.org)  Planned in person September 20-22, 
2022 

It will be first live (face-2-face) event since 2019. We hope we can prevail over COVID variant. ISPCE 

2022 will be held in San Diego CA, USA. More details are available on the link shown here. 

Additional details for Corporate Sponsorship for PSES can be obtained by contacting pses.org.  

IEEE PSES CONFERENCE 2021-2022 OVERVIEW 

Message from Vice president of Conferences 

-Bansi Patel 

 

https://2021.psessymposium.org
https://2022.psessymposium.org
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The Institution of Engineering and Technology (IET) Wireless Symposium is held annually and orga-

nized by the Electronics and Communication Section (ECS) of the IET Hong Kong. The Symposium 

covered the latest development on Smart City and ABIoT development including AI, Blockchain, 3D 

printing, healthcare, logistics, transportation, smart metering, mobile communication infra-structure and 

Internet of Things (IoT) applications and challenges, etc. 

 

In 2021, IET Wireless Symposium (WS) was held in Hong Kong Metropolitan University during 26th to 

27th Nov 2021. The support from the IEEE Product Safety Engineering Society, Hong Kong Chapter 

(IEEE PSES), IEEE Consumer Electronic and Oceanic Engineering Society, Hong Kong Chapter (IEEE 

CE/OC), Connected Cities Alliance (CCA), Smart City Consortium (SCC), Chinese Institute of Elec-

tronic Hong Kong (CIE), HKIE Electronics Division (HKIE END), Macao Polytechnic Institute, Uni-

versity of Macau Electrical and Computer Engineering Department Alumni Association (UMECEAA), 

China Light &Power Company Syndicate (CLP) and Hong Kong Electric were gratefully acknowl-

edged. Dr. K F Tsang, the General Chair of IET Wireless Symposium thanked all attendees from all 

over the world for their participation in physical or virtual mode. 

 

The Symposium focused on the theme “Next Generation Networks and Applications Embracing Smart 

City”. Professionals, experts, and engineers delivered keynote speeches and professional presentation. 

The presentation included 

● IEEE Standards and PlugFest 

   By IEEE Industrial Electronics Society, Dr. Allen Chen, SMIEEE and Dr. Victor Huang, FIEEE 

● IoT – Connect or Risk 

   By Dr. Stefan Mozar, FIEEE President, IEEE Product Safety Engineering Society 

● Intelligent Industrial IoT solution for warehouse application 

   By Dr. Michael Leung, General Manager, Head of Supply Chain Solutions, Tradelink Electronic-

Commerce Ltd 

● IoT Development, 5G/LPWAN 

   By Desmond LI, Associate Product Director, IoT, CMHK 

● Realizing a Hybrid Smart City 

   By Dr. Crystal Fok, Head of STP Platform, Hong Kong Science Park 

IET Wireless Symposium 2021 Report 
Theme: Next Generation Networks and Applications Embracing Smart City 

 

-by Kim Fung Tsang, General Chair of IET Wireless Symposium,  

PSES VP Publications 
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● AI Technology for Smart Lift Condition Monitoring 

   By Dr. Ivan Li, EMSD 

● Next Generation Mobile Networks Sustainable Trust 

   By Dr. Stan Wong, AVP, HKT 

● GWIN Revitalizing a smarter Hong Kong 

   By Mr. Herman Ma, EMSD 

● IoT Cyber Security Evaluation Compliance and Testing 

   By Mr. Jorge Wallace Ruiz, Cyber Security Lab Manager, DEKRA 

● New Infrastructure Construction and Smart City 

   By Prof. Seng Fat WONG, Alfred, University of Macau 

● Smart Energy and Internet of Things: Development and Challenges 

   By Prof. Keng Weng LAO, University of Macau 

● BLE Mesh for IoT Sensor Networks 

    By Prof. Ka Lun LAW, Eddie, Macao Polytechnic Institute  

Figure 1. IET Wireless Symposium in 2021  

IET Wireless Symposium 2021 Report 
Theme: Next Generation Networks and Applications Embracing Smart City 

 

-by Kim Fung Tsang, General Chair of IET Wireless Symposium,  

PSES VP Publications 
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The morning forum discussed “Technologies and Policies Innovating Smart City and IoT, HK-Greater 

Bay Area” and the afternoon forum discussed “Harmonization of Smart City Development”. Panels 

members shared professional knowledge that helps to combat the challenges for compliance, cybersecu-

rity, product safety, etc.  

 

PSES members are encouraged to participate in the next event in 2022. 

IET Wireless Symposium 2021 Report 
Theme: Next Generation Networks and Applications Embracing Smart City 

 

-by Kim Fung Tsang, General Chair of IET Wireless Symposium,  

PSES VP Publications 

ABOUT 

IET Wireless Symposium 
 

The IET Wireless Symposium is organised by the Electronics and Communication 

Section (ECS) of the IET Hong Kong. The IET Wireless Symposium discusses the 

latest development on Smart City and ABIoT development including AI, Block-

chain, 3D printing, healthcare, logistics, transportation, smart metering, mobile 

communication infra-structure and IoT applications and challenges,…etc. Focus 

will be around Hong Kong and the Greater Bay Area. 
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The rapid development of Internet of Things (IoT) technologies has created a variety of smart applica-

tions and industries, rendering over billions of IoT market benefits. However, the rich and diverse IoT 

industry still lacks standardized specifications. Without standardized specifications, IoT applications are 

likely to face challenges of compatibility, interoperability, accuracy, etc., leading to the issues of securi-

ty, low efficiency, low quality of services, etc. 

To address these challenges, the IEEE P2668 IoT Maturity Index (IDex) was proposed to regulate IoT 

smart sensors, process flows and applications. On 21 September 2021, a memorandum of understanding 

(MoU) on “IEEE P2668 IDex” was signed between Hong Kong Science and Technology Park (HKSTP) 

and the Institute of Electrical and Electronics Engineers (IEEE) Hong Kong Section at HKSTP 17W 

building Hong Kong.  

Figure 1. HKSTP and IEEE MoU Signing Ceremony 

 

The HKSTP Chief Executive Officer, Albert Wong and the IEEE Hong Kong Section Chair, Dr. Paulina 

Yenbic Chan, signed the MoU and announced a formal cooperation on the IEEE P2668 IDex standard. 

Report of HKSTP and IEEE MoU Signing Ceremony on 

“Standard for Maturity Index of Internet-of-things: Evalu-

ation, Grading and Ranking”  

IEEE PSES Vice President of Publication & Newsletter Editor, KF Tsang, and 

IEEE PSES President Stefan Mozar 
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At the same time, this ceremony also obtained remote support from PSES President, Stefan Mozar. Un-

der the agreement, the two parties will actively encourage all industries to adopt the IEEE P2668 stand-

ard to assist IoT developers and potential users to establish unified evaluation standards on the perfor-

mance of IoT sensors, devices, networks, systems, infrastructures, applications, etc. to achieve IoT best 

practices.  

We would encourage more PSES members to participate in IDex development and promotion, standard-

izing IoT objects towards a safe, reliable and mature IoT world.  

 

 

Contact KF Tsang @  

tsangkft@gmail.com or ee330015@cityu.edu.hk  

for enquiry  

Report of HKSTP and IEEE MoU Signing Ceremony on 

“Standard for Maturity Index of Internet-of-things: Evalu-

ation, Grading and Ranking”  

IEEE PSES Vice President of Publication & Newsletter Editor, KF Tsang, and 

IEEE PSES President Stefan Mozar 

mailto:tsangkft@gmail.com
mailto:ee330015@cityu.edu.hk
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The research and advent of the Internet-of-Things ( IoT) is one of the most essential and crucial global 

trends in the development of smart city. A variety of IoT applications has been developed based on unli-

censed frequency band taking advantage of the relaxed regulation of free deployment without authoriza-

tion. In Hong Kong, the unlicensed band (i.e., 920-925MHz) has been widely used by SMEs and publics 

to establish their own private networks on smart applications.  

As networks scale, the performance will be (1) subjected to challenges as a result of network expan-

sions; and (2) exposed to the hostile influence due to other non-harmonized networks. In general, the 

network will potentially degrade in performance (e.g., reliability, security, etc.) due to the ever up-

scaling of networks or incorrect system designs. Moreover, the critical applications (e.g., fire alarms, lift 

safety, etc.) would suffer severe safety issues due to ignorant alerts in the increasing interference envi-

ronment. To address these challenges, harmonization trials based on IEEE P2668 standard is performed 

to investigate the potential challenges when numerous IoT networks are expanding and evaluate the per-

formance of coexisting IoT networks. 

Fig. 1. IoT harmonization networks. 

The IEEE P2668 standard, proposed by IEEE P2668 Standard Working Group, develops a global ma-

turity index for IoT, namely the IoT Index (IDex). The IDex will objectively provide a numerical evalu-

FAST  SERVICE 

EXPERIENCED 

FRIENDLY STAFF 

IoT Harmonization with IEEE P2668 Standard  

towards Best Practice 

Yang WEI1, Kim Fung TSANG1, Yucheng LIU1, Chung Kit WU1, Hao WANG1 

1 Electrical Engineering Department, City University of Hong Kong, Hong Kong, China 
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ation to almost everything in IoT. In the IoT harmonization trial, network reliability, network security, 

application safety, etc. are key factors that will be evaluated by using IDex. The IDex will provide a per-

formance score with a maximum value of five. The score identifies the IoT harmonization level of each 

deployment and configuration plan. The IDex will provide a guide to adopters on selecting appropriate 

network deployment and configuration plan based on the number of coexisting networks and application 

QoS requirements (e.g., latency, packet loss rate, etc.). For example, an administrator may demands an 

entry score of “3” for mature and harmonized performance, then all the networks with score ≥ 3 will 

harmonize efficiently with another. IDex helps to manifest Best Practices for IoT harmonization. 

FAST  SERVICE 

EXPERIENCED 

FRIENDLY STAFF 

IoT Harmonization with IEEE P2668 Standard  

towards Best Practice 

Yang WEI1, Kim Fung TSANG1, Yucheng LIU1, Chung Kit WU1, Hao WANG1 

1 Electrical Engineering Department, City University of Hong Kong, Hong Kong, China 
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Our president Dr Stefan Mozar has re-

ceived the IEEE MGA Achievement 

Award. He was nominated by the IEEE 

New South Wales, Australia Section.  He 

received the award for establishing a chap-

ter based global community. 

 

People in the PSES News 

Professor W.C. Kao who is the treasurer 

of our society, has been elected President 

(2023-2024) of the IEEE Consumer Tech-

nology Society. 

 

We congratulate Professor Kao and wish 

him much success! 
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● IEEE PSES Outstanding Achievement Award is presented to Dr. Kim Fung 

Tsang in recognition and appreciation of outstanding contributions to Standards De-

velopment for the IEEE PSES 

● IEEE PSES Service Award is presented to Dr. Chung Kit WU in recognition and 

appreciation of valued services and outstanding contributions to the IEEE PSES 

● IEEE PSES Service Award is presented to Dr. Hongxu ZHU in recognition and 

appreciation of valued services and outstanding contributions to the IEEE PSES 

● IEEE PSES Service Award is presented to Mr. Yucheng LIU in recognition and 

appreciation of valued services and outstanding contributions to the IEEE PSES 

● IEEE PSES Service Award is presented to Mr. Hao WANG in recognition and ap-

preciation of valued services and outstanding contributions to the IEEE PSES 

● IEEE PSES Service Award is presented to Ms. Yang WEI in recognition and ap-

preciation of valued services and outstanding contributions to the IEEE PSES 

Thanks for  

Your Contributions to PSES 
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There are so many amazing benefits the IEEE Product Safety Engineering Society 

(PSES) offers the safety engineering and global compliance communities. This year the 

IEEE PSES is very excited to announce and introduce a new Corporate Sponsorship Pro-

gram. The program is being introduced as an appreciation and a sincere gratitude thank 

you to all the IEEE PSES members and their companies who have helped the IEEE PSES 

stay strong during the pandemic times. Like many societies and organizations, it has been 

a challenge to maintain the need for continual learning,  and networking in a virtual for-

mat. So as next year approaches us, it is the hope of the IEEE PSES Board of Governors 

that our society can return to some normalcy with regards to face to face symposiums and 

other great  learning and network opportunities. 

 

There a 3 different levels of sponsorship (Gold, Silver, Bronze) where each level pro-

vides: 

● Limited free IEEE PSES Symposium admissions (any symposium) 

● 50% off admission for limited additional people to attend IEEE PSES Symposiums 

● Limited free attendance for 1 year at IEEE PSES monthly virtual chapter with ex-

perts presenting 

● 1-time deliver to your company of IEEE PSES Compliance 101 and 201 courses 

● Limited 30-minute mentoring sessions by industry experts 

 

Thanks for  

Your Contributions to PSES 
Help us grow! 

New IEEE PSES  

Corporate Sponsorship Program 
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Together with your sponsorship we can help grow the society community where engi-

neers can directly network with industry experts to learn and stay current with safety de-

sign requirements and the fast-continually-changing global regulation requirements 

 

 

The sponsorship program is now open and any of its value offerings can start to be used 

immediately. To sign up for the program and/or you have any questions about the pro-

gram please contact PSES.CorpSponsor@gmail.com. 

 

 

Thanks for  

Your Contributions to PSES 
Help us grow! 

New IEEE PSES  

Corporate Sponsorship Program 

mailto:PSES.CorpSponsor@gmail.com
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HP Inc. is a multinational information technology corporation              
headquartered in Palo Alto, California, USA. 

HP Inc. launched on November 1, 2015 as the successor of               
Hewlett-Packard, along with Hewlett Packard Enterprise. HP Inc. develops 
and provides personal computer and printer hardware. As a publicly listed 
Fortune 100 corporation, HP Inc. is a global leader in printing and personal 
systems; the company is focused on creating technology that makes life 
better for everyone, everywhere. 

Backed by nearly 50,000 employees and drawing from a 76-year legacy of 
engineered innovation, the reinvented HP Inc. aims to create a world 
where technology works around the needs of society and adapts to every 
business and person, to their context and environment, helping them 
move from ideation to creation effortlessly and naturally. 

Building on its market leadership in printing and PCs, HP Inc. makes it   
easier and more enjoyable for customers to print, as well as introduce 
personal systems that combine outstanding design and user experience 
with great value. HP Inc. will also pursue growth in adjacent markets, such 
as copiers, graphics printing and commercial mobility in key verticals.     
Finally, the company will define future market categories through its 3D 
printing and immersive computing platforms that fuse together the    
physical and digital worlds. 
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E-Mail List: http://www.ieee-pses.org/emc-pstc.html  

Virtual Community: http://product-compliance.oc.ieee.org/ 

Symposium: http://psessymposium.org/ 

Membership: The society ID for renewal or application is “043-0431”. 

Advantages of Membership 

In the IEEE PSES 

Makes you part of a community where you will: 

 

•  Network with technical experts at local events and industry conferences. 

•  Receive discounts on Society conferences and symposiums registration fees. 

•  Participate in education and career development. 

•  Address product safety engineering as an applied science. 

•  Have access to a virtual community forum for safety engineers and technical professionals. 

•     Promotion and coordination of Product Safety Engineering activities with multiple IEEE Societies. 

http://www.ieee-pses.org/emc-pstc.html
http://product-compliance.oc.ieee.org/
http://psessymposium.org/
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Thanks to the contributions of the governors in 2019, and welcome 

to our new board of governors. 

President 

Stefan Mozar (20-21) 

Past President 

John Allen (20-21) 

President Elect 

Mike Nicholls (20-21) 

Vice President - Conferences 

Bansi Patel (21-23) 

Vice President - Membership 

Jong-Moon Chung (21-23) 

Vice President - Communications 

Michael Anderson (21-23) 

Vice President - Technical Activities 

Steli P. Loznen (21-23) 

Vice President - Publications 

Kim Fung Tsang (21-23) 

Vice President - Education 

Supavadee Aramvith (21-23) 

Treasurer 

Wen-Chung Kao (21-23) 

Secretary 

Daniece Carpenter (21-23) 

Members At Large 

Term Expires 12/2021 

V. Jayaprakasan 

Steli P. Loznen 

Catherine Pell 

Kim Fung Tsang 

Term Expires 12/2022 

Leszek Langiewicz 

Fabio Furlan 

Silvia Diez Monnier  

Grant Schmidbauer 

Term Expires 12/2023 

John Allen 

Wen-Chung Kao 

Jeff Pasternak 

Bansi Patel 

http://www.ieee-pses.org/ 

http://psessymposium.org/  

http://product-compliance.oc.ieee.org/ 

http://www.ieee-pses.org/emc-pstc.html 

http://www.ieee-pses.org/newsletters.html  

http://www.ieee-pses.org/pses.html 

BOARD OF GOVERNORS 

http://www.ieee-pses.org/
http://psessymposium.org/
http://product-compliance.oc.ieee.org/
http://www.ieee-pses.org/emc-pstc.html
http://www.ieee-pses.org/newsletters.html
http://www.ieee-pses.org/pses.html

